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Introduction
This document will describe the technical issues facing organisations who wish to
deploy voice over IP either on their own IP infrastructure or over WAN links to remote
telephony servers. It will also explain how Voipex and ViBE technology can solve all
of these problems, and provide the highest density of calls over the smallest available
bandwidth available today, and how it can do this on shared voice and data links without
compromising call quality.
Briefly, the main barriers to deploying VoIP are:
•

Excessive bandwidth consumption of even so-called efficient CODECs such as G.729.

•

High load on transit routers due to the large number of packets per second involved
where there are many calls being carried.

•

Latency and jitter which arises as the result of larger data packets using the same links
(even evident if the only data traffic is session data such as that provided by SIP.)

•

The cost of high bandwidth WAN links which are needed to solve these issues using
traditional methods.

•

Lack of CODEC support in devices.

•

Complexities involved for enterprises wishing to deploy VoIP between sites across the
public Internet or non-private links.

•

The cost of providing backup solutions in order to avoid the WAN link or hardware
being a single point of failure and ensuring that those links are available for use when
needed.

•

Lack of visibility of the real quality of a link in use.

The features of ViBE which eliminate or significantly reduce these barriers are summarised
below:
•

Bandwidth used by voice is reduced by as much as five times.

•

Jitter introduced by the use of router queues is reduced to virtually zero.

•

Classes of data can receive as little as 0.4 Kbits/s.

•

Interactive traffic remains responsive.

•

There is no need to reduce the maximum transmission unit (MTU) of the WAN.

•

ViBE optionally supports real-time and invisible transcoding of G.711 to more efficient
CODECs with higher MOS scores than G.729 (the most widely supported low
bandwidth CODEC.)

•

Backup links can be switched to in less than a second and without losing calls in
progress. Links that are reserved for backups can automatically be tested and their
status reported in order for an organisation to have confidence that they will be
available if needed.

•

ViBE appliances can be configured very simply in high availability mode, with the
configuration of the stand by device being automatically kept in sync with the master.

•

Multiple links of differing sizes can be combined to both increase bandwidth available
and eliminate single points of failure.
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•

Sites can be privately linked across the public Internet. ISPs can create groups of
customer sites which form VPNs.

•

ViBE devices can be deployed in scenarios where fixed IP addressing is not available,
or behind existing NAT routers (though they can, of course, handle NAT themselves
if required.)

•

Real time statistics are available which indicate the quality of a link in terms of latency,
jitter and packet loss. These stats are available via SNMP for alerting and historical
graphing.

Bandwidth Consumption
and Router Load
The Problem
The useful portion of a voice packet is normally very small. For example, a 20 mS G.729
encoded voice packet contains only 20 bytes of useful data, transmitted at a rate of 50
packets per second. This results in:
50 x 20 x 8 bits per second = 8000 bits per second
The figure of 8 Kbit/s agrees with what the books say... but that is only part of the story.
In order to be able to carry this packet across an IP network you also need some additional
data, which is broken down in the table below:
Protocol

Bytes

Description

IP

20

Standard data required by all Internet traffic. Source/
Destination/Length etc.

UDP

8

Source and destination port etc.

RTP

12

Media type, time stamp, source ID, etc.

Adding all of this to the standard 20 mS G.729 packet our data rate now becomes:
(20 + 20 + 8 + 12) x 50 x 8 = 24000
•

Suddenly our voice call is using three times more bandwidth than it actually needs to!

Unfortunately, this is still not the end of the story. At layer 2, or the network layer, there is
more information required in order to transfer data packets across physical links. At best,
this link will be Ethernet, which “only” adds another 14 bytes for every packet (making
our G.729 voice channel use 29.6 Kbits/sec.) However, ATM based technologies such as
most broadband links are even less efficient. These networks use fixed sized “cells” of data
in order to carry information, and typically these cells are 53 bytes in length. The G.729
packet above would require two such cells, and so now we have:
2 x 53 x 50 x 8 = 42400
Therefore each G.729 voice channel that is carried across a broadband link consumes 42.4
Kbit/s of bandwidth, only 8 Kbit/s actually being used for the information that we really
want to be transmitted.
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How ViBE Solves This Problem
The information that is added to a voice packet in order to transmit it across a network
is mostly superfluous. This is because all of it is either fixed for the entire duration of
the stream, (such as destination address and port,) or can be worked out from previous
packets, (such as sequence numbers and time stamps.)
ViBE creates a VPN tunnel between two ViBE enabled devices. Within this tunnel, voice
packets from multiple channels are combined in to a single data stream, which has several
effects:
1.

ViBE only needs to send one set of IP and UDP headers for each “super-packet”
that it sends.

. It allows ViBE to not transmit the superfluous information for each voice channel at all.
In fact, the ViBE system is so efficient that the total overhead for each channel within
the stream is 2.287 bits.
. The cell padding effect which is present on broadband networks is eliminated.
All of this processing is entirely transparent to other devices on the network since the
original data streams are reconstructed before they are sent on their way from the
receiving ViBE device. The only effects are a much lower bandwidth consumption and far
fewer packets per second across the WAN, reducing load on routers and the possibility of
network congestion. The following table illustrates just how much bandwidth is saved using
the G.729 CODEC across an ADSL network.
Simultaneous Calls

Bandwidth w/o ViBE

Bandwidth With ViBE

1

42.4 kbit/s

29.2 kbit/s

10

424 kbit/s

110 kbit/s

50

2.12 Mbit/s

468.8 kbit/s

100

4.24 Mbit/s

982.4 kbit/s

To illustrate the bandwidth savings that this represents, below is a graphwhich shows
the average bandwidth used per call, including all overheads, when sent over a
broadband network.
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Bandwidth per voice call (Kbit / second)
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Latency and Jitter Reduction
The Problem
This section could easily be summarised as “traditional traffic shapingdoes not work at low
bandwidths.” It is also the area that all competing technologies fail to address. Essentially,
traditional quality of service (QoS) paradigms treat voice as just another class of traffic
– yes, they may give it priority over other types of packet as best they can, but they do this
in exactly the same way that they would when prioritising any other class. The problem is
that voice is not the same as any other class of traffic, it has specific requirements in terms
of latency and jitter which need to be honoured.
As an illustration, consider a 256 Kbit WAN link. This link has typical QoS techniques
applied, and so voice packets are prioritised. Look at the illustration below:

Illustration of ViBE QoS

Data enters the router, A, from a 100 Mbit/s LAN interface. A computer, B, on the LAN is
sending an e-mail with a large attachment, and since the LAN is 100Mbit/s his computer
sends many large (typically 1500 byte) packets to router A in quick succession. The router
will continue to queue packets for sending to the WAN until its buffer fills up.
At the same time, another device C is being used for a voice call. It is sending small (60
byte) packets every 50th of a second. Router A allocates a separate buffer to these
packets, and when a decision needs to be made as to which packets to send to its
hardware transmit buffer, it will send the packets from C first. However, that decision
is only made when there is a space in the hardware buffer, which only happens when a
previously queued packet is sent.
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What all of this means is that the chances are that there will already be two 1500 byte
packets in the hardware buffer at the time when a voice packet really should be sent on
the WAN. At 256 Kbit/s, these 3000 bytes will take 94mS to send, meaning that as many
as four voice packets could queue up waiting for a space on the network.
The normal way of making this situation a little better is to reduce the maximum size of
packets that can be sent on the WAN. The drawback of this approach is that the WAN is
then made less efficient, and in any case the smallest “maximum packet size” allowed is
576 bytes, cutting the router induced jitter to around 36mS, still nearly twice the amount of
time allocated to a single voice packet.

How ViBE Solves This Problem
ViBE technology approaches this problem differently. The ViBE tunnel created between
enabled devices only sends packets at set intervals, which at 256Kbit/s will be the same
interval that voice packets are being sent. ViBE knows how much bandwidth is available
on the link, and so it also knows how large its packets can be. Any space which is not
allocated to voice will simply be used by portions of data packets as required, in a very
efficient manner. This is illustrated below.

Illustration of Standard QoS
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This has several beneficial affects:
•

In effect, ViBE predicts when voice packets will need to be sent. Jitter induced by
there being other data on the network is reduced to zero, no matter how much data
there may be or how large the packets are. (Well, there may be a few mS because of
processing time required by the router, but this is insignificant.)

•

Traditional wisdom says that only 70% to 80% of any link can be used due to overheads
and the fact that packets fight for a place on the network. ViBE improves on that figure
dramatically.

•

The amount of data sent in a ViBE “super-packet” can be as little as a single byte, and
so a class of traffic can be allocated 50 bytes per second (on a 256k link) and still
function. Traditional QoS methods can only dream of such granularity!

•

Multiple queues of data can be sent in a single “super-packet, “meaning that as far as
the applications are concerned they are transmitted simultaneously rather than one
after the other. This has major benefits where interactive traffic such as telnet or SSH
has to share the network with bulk data (responsiveness is guaranteed.)

Lack of CODEC Support
The Problem
Many IP telephony devices have very limited CODEC support – typically only G.711 (high
bandwidth use but fairly good quality) or G.729A (low bandwidth use but subjectively
worse quality, especially for non-speech.) Some end users do not like the tonal quality of
G.729, leaving enterprises with little choice but to switch to G.711 for those links that receive
complaints. Further, massive differences in the quality of G.729 encoders can mean that
where the customer supplies the equipment, the issue can be much worse.

How ViBE Solves This Problem
ViBE has the ability to transcode G.711 RTP streams in real time to more efficient CODECs
such as SPEEX at varying bit rates or soon iLBC. This gives the enterprise the ability to
vary the perceived quality of voice communications as a direct trade-off against bandwidth
use. It even has the ability to vary the bit-rate used depending upon how many calls are
currently in progress.
In real-time transcode mode, ViBE can further reduce bandwidth consumption by
implementing silence suppression, which prevents any data being sent if the speaker is
silent. At the receiving end, comfort noise is generated which gives the listener positive
feedback in order that they do not think that the call has been disconnected.
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Enterprise VoIP
The Problem
There can be major benefits for any multi-site organisations in deploying VoIP. Forget
talk of the holy grail of “unified communications,” these companies can save real money
by reducing their inter-site call costs to zero and by centralising call handling. However,
traditionally expensive wide area networks have needed to be installed, offsetting or
even negating the benefits of the technology. Even when such technologies are deemed
cost effective in themselves, organisations who rely on being able to communicate have
traditionally needed local breakout to the PSTN, just in case the WAN is unavailable,
increasing costs still further. Worse still, even when the WAN links are functioning
apparently normally, they have no visibility of the real performance of a link or the quality
of calls across it, and so it could easily be the case that users are suffering awful call quality
or slow throughput even though the network appears to be functioning normally.

How ViBE Solves These Problems
The ViBE technology incorporates a number of features which reduce the cost of the
infrastructure required in order to support wide area voice, as well as giving visibility of its
performance. Firstly, there are the obvious benefits of being able to reduce the bandwidth
requirement and the removal of any need for separate voice and data links which have
already been dealt with. However, there are several other important benefits to deploying
ViBE:
•

ViBE by default creates a VPN between sites, meaning that standard ISP offerings
which do not include private addressing can be used.

•

ViBE has the ability to switch to a secondary backup link in under a second, which
means that if a primary link fails then telephone conversations will not be interrupted.

•

Normally where passive backup links are involved, a test regime needs to be employed
which involves regular checks of those links to ensure that they are themselves available
in case the main link fails. ViBE can perform these regular tests automatically and report
their status, giving a greater degree of confidence that the network will not fail.

•

Many ViBE devices support high availability configuration, removing the possibility that
a hardware failure will cause the network to fail. The configuration of any slave devices
can automatically be kept in sync with the master.

•

Multiple links can be combined to form a single connection, for both increased
bandwidth and resiliency. Unlike some competing technologies, ViBE can tolerate any
or all but one of the links in a group failing and connectivity will not be lost. Also, the
constituent links need not be of the same bandwidth. This means that many cheaper
links can be used in place of a single more expensive one.

•

Real time and accurate statistics are available for each configured link, which show
its latency, jitter, and packet loss. Unlike all other such systems, these statistics are
not affected by traffic on the network itself, but rather show the underlying quality
of the link in question. This means that again, unlike traditional monitoring systems,
latencies will not appear to increase simply because the WAN is being used to its full
capacity. Packet loss and jitter figures are also available for both directions of the link
independently, making diagnosis of any problems much simpler.
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Ease of Deployment
The Problem
There are various difficulties which organisations may have to overcome in order to deploy
wide area networks and especially site to site VPNs using commercially available cloud
technologies.
For initial deployment, these can range from the unavailability of fixed IP addressing to
scenarios where the network provider themselves use NAT techniques in order to allow
traffic on the Internet.
For organisations who already have a WAN in place which is functioning in a sub-optimal
way, it can often be difficult or expensive to introduce new technology designed to fix the
issues... so much so that in many cases they find that it is cheaper to replace the entire
network or add a second one for voice only. This should really not be the case.

How ViBE Solves These Problems
There are various features of the ViBE system and devices which ensure that the benefits
of its technology can be had without these drawbacks.
For starters, all ViBE specific configuration of the client CPE devices can be performed
centrally, meaning that “zero touch” deployments can be a reality. Similarly, all monitoring
and statistics are also available to the network provider or enterprise at the centre of their
estate rather than them having to individually query all of the boxes at customer sites.
Various CPE devices using ViBE technology are available, ranging from ADSL modemrouters which allow a single box solution, to Ethernet devices which support some of the
more complex features. These Ethernet devices can optionally be installed transparently
in a network, thus requiring no reconfiguration, and all of the CPE can support dynamic
IP addressing and operation though NAT. Site to site VPNs can be very simply created in
such scenarios, and a service provider has the ability to create multiple VPNs for multiple
customers using the same shared infrastructure. All of the enhanced features such as
multiple link bonding and backup links are available even where fixed IP addressing is not.
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Deployment Scenarios
ViBE can be deployed in various ways, but essentially a VPN tunnel is created between
two ViBE enabled devices across some form of connectivity which can be anything from
Ethernet, ADSL, or even the Internet. Devices can be connected point to point (in order
to connect two sites,) point to multi point (with a server at a main office or ISP POP
connected to many remote devices,) or point-to-multipoint with virtual routing domains
(so that groups of remote devices belong to separate VPNs.) This latter scenario is
illustrated below, since it is a super set of the others.

The Flexibility of ViBE Deployment

There are various ViBE devices available, ranging from stand alone ADSL routers to servers
that can handle hundreds of client devices. Stand alone ViBE appliances are fully fledged
routers, incorporating stateful firewalls, source and destination address translation, policy
routing, DHCP server and relay, dynamic routing protocols such as OSPF and BGP, and a
whole host of other standard router features.
Please contact Voipex for details and pricing.
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Contact Voipex
For more information please see www.voip-x.co.uk
or contact us at info@voip-x.co.uk or on +44 (0)1473 359816. Write to us at:
Voipex Limited
8 & 9 Wharfside House
Prentice Road
Stowmarket
Suffolk
IP14 1RD
Voipex Limited are registered in England No 6274434 at Stuart House, 55 Catherine Place,
London SW1E 6DY.
Appropriate patents for ViBE technology are pending.
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